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Who Am |7

* Hayden Allen
e University of Tulsa

* Mechanical Engineering '18
* President of TU Auto Club
e Automotive Enthusiast

* Avid Weekend Racer, Weekend Mechanic

e Currently Building: Miata Kart, 1973 BMW 2002,
Duramax ‘52 3100

* SAE Cyber Auto Challenge Participant

2/1/2018 Read-Only Bus Access for ELDs 2



THE UNIVERSITY of

TULSA

Student CyberTruck Experience

CAN bus

* What is a CAN bus?
* CAN: Controller Area Network
* The network that enables most of the electronic
control units on the truck to communicate
* Electronic Brake Controller

* Engine Control Module
* |nstrument Cluster

* Body Control Module
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How does it work?

* In Heavy Trucks, CAN follows the J1939 Standard
* Messages Have both ID and Data Field
* Information is passed along the network from node to node

< CAN Extended Data Frame >
Maximurn frame length with bt stuffing = 150 bits
Control CRC
Arbitration Field
e —— F : =
32 Bits «— . :o —2 42;:-:’ Delimiter
= / ' { =
|
S S Identifier }\ ,
Identifier RID T N |r |DLC |Data Field CRC ACK 0
ID Field By |= Ext. 2 ; Field | ¢ Data Field
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So what is connected?

[ 120 ohms

L
":y‘
I

Engine Control Unit Diagnostic Connection

Electronic Brake Controller
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What else?

( 120 ohms

Radio

OBD
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CAN Bus Downfall

* No authentication
* No permissions

* If you can connect, you can read and
send messages
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Wait, What Are Permissions?

* Tells the user what they are allowed to do
within a file

* Usually Read, Write, Execute
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What are permissions good for?

* Sharing Important Documents

* You do not want people to make changes to the
documents you send them

* Dictates how the end user uses the
shared file

* So what are the permissions in CAN?
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Actual Bus
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What could go wrong?

& O m

™ ™ S Y \ MW A Fo .
— Q 8 Socure waww.wired com Ty o a
m |

Hackers Remotely Kill a Jeep on the Highway—With Me in

——  [1ACKERS REMOTELY KILL A
SIRE JEED ON THE HIGHWAY-WITH
g MEINIT

Don't Let The Future Leave You
Behind. Get 6 Issues For Just S5,
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What if you release a patch?

The Jeep Hackers Are Back to Prove Car Hacking Can Get Much Worse

SIRE THE JEEP HACKERS ARE BACK
g 10 PROVE CAR HACKING CAN
GET MUCH WORSE

Don't Let The Future Leave
Behind. Get 6 Issi
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What Else Is Vulnerable?

* Electronic Logging Devices
* Insurance Data Loggers

r

,%:m"”‘

PROGRESSIVE
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How?

*One 5|mple web search tells you step by step what to

comments

Background: 67 points

Objective ’-L i V‘ BTSTE “\ |
§ S BRI e

s
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CAN Bus

( 120 ohms

Radio

OBD

26
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CA N B U S Let’s look at

this section

( 120 ohms
( swyo gz

EBC

OBD
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How Do You Achieve Read Only?

*In order to achieve read only

* Must allow messages in (READ) but not allow
messages out (WRITE)

* Must maintain functionality of the
downstream device
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Achieving Read Only

* Must have an additional device in place

* Must be done through hardware

e Software is vulnerable to attack
and can be changed to allow for new
functionality Read Only

e Remember Miller and Valasek?
Progressive?

Device
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Data Diode

Establishing a more secure CAN bus
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What is @ Data Diode?

* Removes full bus write access

* Accomplished by wiring TX and RX pins together on two
separate CAN transceivers

* This removes full write ability

* Maintains functionality of downstream devices

* The data diode contains an extra controller and
transceiver to acknowledge the downstream unit

* This maintains full functionality of the
downstream (ELD)
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Ieader 2
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CAN Transceivers as Data Diode
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Assembling the Backshell

2/1/2018
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)OF of Concept
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o Q
Testing Setup

* |n order to test the data diode,

two branches were created.

* Unprotected (J1939) — Directly
connected
to a truck or test bed through
the
Deutsch 9-pin

* Protected (ELD) — Connected to
diagnostic /
but is protected by the Data Unprotected
Diode

Data Diode

" Protected
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To Vehicle Spy 3
(unprotected)

To Oscilloscope

/ (unprotected)

To Oscilloscope

Direct
Diagnostic (protected)
Connection Downstream

protected connection

| / To Vehicle Spy 3
Data Diode (protected)

Plug into the
\  — OEM Diagnostic
Connection
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Adruino Teensy Tone Ring
Frequency Generator

* Created to be able to display vehicle speed on a
live bus

» Offers a physical display of bus functionality

* A Teensy 3.2 Arduino that is emitting a
frequency into the tone ring input on
the test Cummins ECM

* A potentiometer is used to change the
output frequency
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SPIN TO
-HANGE SPEED
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Denial-of-Service

° DOS attack 1 #include <FlexCAll ko

Z #include <kinetis_flexcan.hs»

* Works by sending the inherent highest priority s IFLexCAT 719390u3 (2500001 s
message 2 static CAN message € CHmSH, rXmsg;
° _ . 7 woid setup() !
ID = OXOO' 5 JlEIS;hﬂs.heginH:
* Simple attack to execute b it
« When implemented, all bus communication ceases .- omesmets 1. oxoo;
. . . . 13 txmsg.buf[1l] = 0x00;
* Visually evident by gauge cluster no longer displaying 14 txmsg.buf[2] = 0x00;
the speed from the tone ring frequency generator 15 mmsg.buf[3] = 0x00;
la txmsg.buf[4] = 0x00;
17 txmsg.buf[ 5] = 0x00;
15 txmsg.buf[6] = 0x00;
149 txmsg.buf[7] = 0x00;

20 1
21 woid loop() !
22 J1939bus.write [ tHmag) ;

23 [f
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Potential Implementations

* Direct In-Line Connection
* As displayed in testing

e Dsub 15 Connection
* Delphi 14 pin Connection
* J1962 OBD-Il Connection

TH2H3B4B5BSR7 RS

SOl 2R3 l14 @15 @16
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Data Diodes w/ Requests

2/1/2018
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Some Requests Handled by
Other Nodes

* However, with the Data Diode, an ELD will be unable to request any
additional information

* For Example:
* VIN Number
* Engine Hours
* The ELD is not the only node that may need to know this information
* For example, an instrument cluster may request Engine Hours from the ECM
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Requesting Enabled Diodes

* A potential solution:

* Implementing a requestor that sends out timely
request messages

Operates parallel to the ELD
Connected to J1939 network
Not directly connected to the ELD network

Would send out request messages so that the
responses are logged by the ELD

* Design is done, but boards have to be built. ‘
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ppotat NN

Why Is This Important?
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2015 ELD Mandate

* Mandates that all trucks 2000 or newer will be required to have an
Electronic Logging Device installed on all trucks.

* Why?
 Taken from the first sentence within the mandate:

“This rule improves commercial motor vehicle (CMV) safety and reduces the
overall paperwork burden for both motor carriers and drivers by increasing the
use of ELDs within the motor carrier industry” — FMSCA 2015
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* Mandate adds additional attack vectors to Heavy
Vehicles

 Attack Vector: A path or means by which a hacker (or
cracker) can gain access to a network.

Student CyberTruck Experience



How are they doing this?

* Adding Internet Connectivity ‘
* Adding Bluetooth and USB 2.0

In consideration of the comments,
PMCSA revised the data transfer

telematics-type ELD with a minimum
capability of electronically transferring
data via wireless Web service, and
email; option two is a “local
connectivity” type ELD with a
minimum capability of electronically
transferring data via USB 2.0 and
Bluetooth). Additionally, both types of
s must be capable of displayin

2/1/2018 Read-Only Bus Access for ELDs

1. Comments to the 2014 SNPRM

Proposed section 4.10.1 provided that
ELDs must transmit records
electronically in accordance with a
specified file format and must be
capable of 3 one asfer of these
scerds to authorized safetv officia
upon request. Proposed section 4.10.1.1
described the standards for transferring
ELD data to FMCSA via Web services.
BigRoad stated that section 4.10.1.1
desesihes how an ELD pronder D
obtain a public7privarte Key pair
compliant with NIS'I‘ SP 800 32. Using
a private key in this scenario is not ideal
since it would have to be stored on
every ELD that might create the email
and is therefore exploitable via memory
inspection or code disassembly.

2. FMCSA Response

All required security measures for
data transfer with the Agency, public or
private, will require strict adherence to
NIST for all data in transit or
‘handshakes’ between Government and
private systems. DOT guidelines follow
NIST 820. The exact Public Key
Infrastructure (PKI) for ELD data
transfers will be distributed once ELD
providers register and certify ELDs.
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How Much Does It Cost?

2/1/2018 Read-Only Bus Access for ELDs 52



Adding an ELD

* The FMSCA projects that adding a web
supported ELD will cost $419 annually,

with an initial purchase price of $500/unit.

e USB 2.0 or Bluetooth ELDs will cost S166
annually.

* How much would adding a diode cost?

2/1/2018 Read-Only Bus Access for ELDs

In today's rule FMCSA estimates the
annualized cost for an ELD that must
support one of two options for
electronic transfer. The first option is a
telematics type ELD. We estimate a total
annualized cost of $419 for an ELD with
telematics. The RIA prepared for the
SNPRM assumed an annualized device
cost of $495, which FMCSA
acknowledged was on the high end of
the range of costs of existing units. The
$495 figure cited by OOIDA is therefore
no longer relied upon by the Agency.
The redurtlon in the estimated
annualized cost for an ELD with
telematics, from $495 to $419, is largely
attributable to the reduction in purchase
price of the device from $799 to $500.
The second option is a local transfer
method type ELD (ELD with USB 2.0
and Bluetooth). The estimated
annualized cost of an ELD with USB 2.0
and Bluetooth is $166. The lower price

53
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Data D|Ode PrOtOtyplng Quote 68022

< O S t S University of Tulsa Jeremy Daily jeremy-daily@utulsa.edu CanDiodeWTXRX

Quote Specifications (Counts Per Board)
SMT / THT Count: i8/0
Line / Fine Pitch Count: 11/0

o A m p h e n O I/ D e u tSC h 9 - p i n - ® 25 Assemblis, "é\;)’"‘?\; $1,489.53 X-Ray Count: 0
Connector: $9.22 ey e .3

4 Deutsch PCB pins: $8.00 e =
 M/F J1939 Type Il Pigtail Cable:

$11.84

e CAN Data Diode Assembled Printed
Circuit Board: $72.49

* Backshell and Compression Nut:
$7.05
Discount: $-250.00

* 0.25 Hours Assembly: S5.00
| Add Shipping Acct: Example: "UPS 12F3Y4" Order Total: $1,762.30
® TOta I : S 1 13 . 60 ~ Per Board: $70.49

|AA Overnight 11 Busin S

Ashlie Johns 4/19/2017 ajohns@aapcb.com

Total Includes Shipping and NRE
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Jnderstanding the Current
Design

* Cost would drop if production scales.

* Over the Air Updates are incompatible

* No write access prevents the telematics device from being able to write to the
bus.

* If data needs requested (i.e. VIN), a separate node must do the job.

* Patent Pending
* University of Tulsa filed for a utility patent
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Questions?

Name: Hayden Allen

Email: hayden-allen@utulsa.edu
Phone: (918) 645-4938
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PO (RESET/PCIMT 14 :
Y i .
H0 i1k PO (RNIVPCINT 1) External Connections
51 PO TXDVPCINT 75
HEE = PO {INTOPCINT 18} <
] Integrared CAM Tranceiver 5V0 GND PO {PCINT I990C204NT 1) <— IFROT INT E0Fral
Hik and Coniroller PO PCTNT R C R T <n\T—< MCP-STHY Pl
r— |7 e PO (PCINT2LACORT | MCP-Beset
MCP-ETHY EIHY CLKOLT a8 T y
I F ik PO PCINTINAING Onz RXD 2
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1k, . MCP23REs PRI (PCTY TIRCLEOAICT 1) v ol Teader 2
02 PO (PCIRTAOC | A 5 7
1 a7 i1k PO (PRCINT2EEO0C 1 3 VIO CANI —- CANH_OUT
= . . Rl UV (P I R00 2 A0S VDD CANL CANL_OUT
@b Requesting CAN Controller and Transceiver 3 PB4 (PLINTAMISC) '
= S B P (50K PCINTA) [ SUANT
= () PEE PCINTRXTALLTOSC ) — i e L2
S G PRT PCINTUNTALYTOSCE) o | IXD V83
V0 1,3 5VO0 L e . : ’
I 2 T Olmepnlisialik Qe EXD  MCP2558 =
VIO VDDA 4y = GND - N
I vy Iz GND
4 . 5V0 5V0 U4
CANII CANH_OUT - Svo 6 11K : T s .

- CANL CANL_OUT = T 5 - : T VIO CANIT — CANH_IN
H-b VIR TE -y H &0 12 4 VDD CANL CANL_IN
X—«>7 Tl BTE T 50 34 [SIeH] 3 M
H” YImIRTE Kab'a™ <»:|' Fam)> 5 6 ] 2 —= SILENT
% 2 1= :-:: Feg Header 3% — ! Txr)l—!l TXD  vss 2
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. v Requesting Arduino Compatible Microcontroller
CANH_OUT
Pinouts according to TMC's RP1226 for 14 Way Apex 2.8
Apex Signal Color Port Pin
1 SW_BATT PNK 5
2 CAN_1_H YEL 3
I 7 IGN ORN 6
8 GND BLK 1
I .i.:.. 9 CAN 1 L GRN 2
14 BATT RED 4
] LA 2L -
Use Delphi Part Number 54101416
I3 1= 1 VO (14 way male connector) for the CAN_IN
’\"I =1— | Mt 3 Male Unsealed terminals are Delphi/FCI Part 10762775
Fa ) DI 1 1" ﬁ
— o . . . 0= Use Delphi Part Number 54101412 . . st
GRD CORAZLL-HE ':'_}f . 'I:'-l':':--F Lo it z [EE ] 3 l':""!:l- (14 way female connector) for the CAN_OUT Output CAN Flltcr dnd Tcrn'llndtl()n
? . wTu b TLEAT66-30 - Female Unsealed Terminals are Delphi/FCI Part 10757690
2 = ol T = =
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/ / A AEILL-HI (j_;ll_) = 125 W
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